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ICS 132: Organizational
Information Systems

6HFXULW\

what is security?

� WKH�WHFKQR�JHHN�DQVZHU�

± FU\SWRV\VWHPV��DFFHVV�FRQWURO��LQWUXVLRQ�GHWHFWLRQ

� WKH�����DQVZHU�

± VHFXULW\�LV�DERXW�PDQDJLQJ�ULVN

� ULVNV�FDQ�FRPH�IURP�PDQ\�VRXUFHV

± IDLOXUH�DV�ZHOO�DV�PDOLFLRXV�GDPDJH

� PDQDJLQJ ULVN�UDWKHU�WKDQ�HOLPLQDWLQJ ULVN

± WKH�PRVW�VHFXUH�V\VWHP�LV�RQH�WKDW�FDQ¶W�EH�XVHG

± WKHUH¶V�DQ�LQKHUHQW�WHQVLRQ�EHWZHHQ�VHFXULW\�DQG�
SUDFWLFDOLW\

why is it important?

� VHFXULW\�IRU�LQWHUQDO�QHHGV

± SURWHFWLQJ�DJDLQVW�IDLOXUH�RU�DWWDFNV

± HQVXULQJ�UREXVWQHVV�DQG�DELOLW\�WR�GHOLYHU

± IDLOXUH�UHFRYHU\�LV�FRVWO\�

� VHFXULW\�IRU�FRPSHWLWLYH�DGYDQWDJH

± FXVWRPHUV�UHTXLUH�VHFXUH�VHUYLFHV

± FOLHQWV�ZRQ¶W�WUXVW�XV�ZLWK�WKHLU�LQIRUPDWLRQ

± HYHU\RQH�HOVH�LV�GRLQJ�LW«

security is a system feature

� VHFXULW\�LVVXHV�DULVH�DW�VSHFLILF�SRLQWV

± JLYLQJ�RXW�FUHGLW�FDUG�GHWDLOV

± LGHQWLI\LQJ�P\VHOI

± XVLQJ�SDVVZRUGV

� EXW«�WKLQN�DERXW�WKH�WHPSRUDO�LVVXHV

± HOHFWURQLF�V\VWHPV�PDNH�HSKHPHUDO�LQIRUPDWLRQ�
SHUPDQHQW

± DFFXPXODWHG�LQIRUPDWLRQ�\LHOGV�SDWWHUQV

� DQG�SDWWHUQV�SURYLGH�LQIRUPDWLRQ�WKDW�\RX�QHYHU�WKRXJKW�
\RX¶G�GLVFORVHG

sources of risk

� KDUGZDUH�PDOIXQFWLRQV

� VRIWZDUH�EXJV

� GDWD�HUURUV

� GDPDJH�WR�SK\VLFDO�IDFLOLWLHV

� LQDGHTXDWH�V\VWHP�SHUIRUPDQFH

� WKH�RYHUULGLQJ�TXHVWLRQ��OLDELOLW\

threats of computer crime

� WKHIW

� XQDXWKRULVHG�XVH

� HQWHULQJ�IUDXGXOHQW�GDWD

� VWHDOLQJ�PRGLI\LQJ�GDWD

� PRGLI\LQJ�VRIWZDUH

± EDFN�GRRUV

± WURMDQV

± YLUXVHV
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other factors

� LQFUHDVLQJ�FRPSOH[LW\

± V\VWHPV�DUH�JURZLQJ�ODUJHU�DQG�PRUH�FRPSOH[

± LQFUHDVLQJ�LQWHUGHSHQGHQFH�EHWZHHQ�FRPSRQHQWV

± IDLOXUH�PRGHV�LQWHUDFW�DQG�PXOWLSO\

� H[DPSOH��7KUHH�0LOH�,VODQG

� KXPDQ�OLPLWDWLRQV

± PHPRU\

± DWWHQWLRQ

� EXVLQHVV�SUHVVXUHV

± GR�PRUH�DQG�GR�LW�IDVWHU

security and trust

� ZH�WKLQN�ZH�XQGHUVWDQG�WUXVW

± HYHU\GD\�SKHQRPHQRQ

± EDVHG�RQ�SHUVRQDO�FRQWDFW�DQG�H[SHULHQFH

� WUXVW�LQ�WKH�HOHFWURQLF�GRPDLQ"

± ZKDW�DUH�WKH�FXHV�WKDW�HQJHQGHU�WUXVW�IRU�XV"

± ZKR�GR�\RX�WUXVW"

� SDXO#GRXULVK�FRP"

� MSG������#KRWPDLO�FRP"

security and trust

� VHFXULW\�LV�PDQXIDFWXUHG�WUXVW

± LI�,�WUXVW�P\�LQIUDVWUXFWXUH��HYHU\WKLQJ�LV�ILQH

± EXW�LI�,�GRQ¶W��,�QHHG�WR�SXW�VRPHWKLQJ�LQWR�SODFH

± VHFXULW\�PHDVXUHV�DOORZ�PH�WR�WUXVW�WKH�V\VWHP

� PDNLQJ�JXDUDQWHHV�DERXW�LQWHJULW\

� GHWHFWLQJ�LQWUXVLRQV�DQG�SUREOHPV

� DVSHFWV�RI�VHFXULW\

± DXWKHQWLFDWLRQ

± DXWKRULVDWLRQ

± DFFRXQWLQJ

manufacturing trust

� DXWKHQWLFDWLRQ

± ³,�DP�ZKR�,�VD\�,�DP´

� SDVVZRUG�V\VWHPV

� FKDOOHQJH�UHVSRQVH

� VPDUW�FDUGV

� ELRPHWULFV

manufacturing trust

� DXWKRULVDWLRQ

± ³,�FDQ�GR�WKLV´

� FDSDELOLWLHV

± DEVROXWH�FDSDELOLWLHV

± LQIHUHQFH�V\VWHPV

� GHOHJDWLRQ

� UHYRNDEOH�ULJKWV

� SK\VLFDO�DFFHVV

manufacturing trust

� DFFRXQWLQJ

± PDLQWDLQLQJ�DQ�DXGLW�WUDLO

� WKH�DELOLW\�WR�UHFRQVWUXFW�ZKDW¶V�KDSSHQHG

� WKH�DELOLW\�WR�³UROO�EDFN�WLPH´

± DFFXUDWHO\�ORJJLQJ�DQG�ELOOLQJ

� PDQDJLQJ�VFDUFH�UHVRXUFHV
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manufacturing trust

� SULYDF\

± SULYDF\�LV�PRUH�WKDQ�QRW�GLVFORVLQJ�LQIRUPDWLRQ

± NQRZLQJ�ZKDW ,�GLVFORVH��ZKHQ��WR�ZKRP��DQG�ZK\

� WKHVH�DUH�WKH�FRQGLWLRQV�RQ�ZKLFK�,�FDQ�PDNH�DQ�
LQIRUPHG�GHFLVLRQ

± ZKDW�KDSSHQV�ZKHQ�WKH�SROLF\�FKDQJHV"

� WZR�LVVXHV�LQ�SULYDF\

± WUXVWLQJ�WKH�UHFLSLHQW

± WUXVWLQJ�WKH�FKDQQHO

security strategies

� ³VHFXULW\�WKURXJK�REVFXULW\´

� RSHQ�DFFHVV��VWURQJ�ILUHZDOO

� VHFXUH�FKDQQHOV

� OD\HUHG�VHFXULW\

cryptosystems

� SULYDWH�NH\�HQFU\SWLRQ

PHQ�PDNH�KLVWRU\��EXW
QRW�LQ�FLUFXPVWDQFHV
RI�WKHLU�RZQ�FKRRVLQJ

[\]�MLDP TDIRDRD��PRV
TP] D] IXUPDQNLPE]RH
XM TMGQL\ OIF LQG\UNQF

PHQ�PDNH�KLVWRU\��EXW
QRW�LQ�FLUFXPVWDQFHV
RI�WKHLU�RZQ�FKRRVLQJ

[\]�MLDP TDIRDRD��PRV
TP] D] IXUPDQNLPE]RH
XM TMGQL\ OIF LQG\UNQF

cryptosystems

� SULYDWH�NH\�HQFU\SWLRQ

PHQ�PDNH�KLVWRU\��EXW
QRW�LQ�FLUFXPVWDQFHV
RI�WKHLU�RZQ�FKRRVLQJ

[\]�MLDP TDIRDRD��PRV
TP] D] IXUPDQNLPE]RH
XM TMGQL\ OIF LQG\UNQF

PHQ�PDNH�KLVWRU\��EXW
QRW�LQ�FLUFXPVWDQFHV
RI�WKHLU�RZQ�FKRRVLQJ

[\]�MLDP TDIRDRD��PRV
TP] D] IXUPDQNLPE]RH
XM TMGQL\ OIF LQG\UNQF

cryptosystems

� SXEOLF�NH\�HQFU\SWLRQ

HQFU\SW�ZLWK�RQH�NH\«
GHFU\SW�ZLWK�WKH�RWKHU

cryptosystems

� SXEOLF�NH\�HQFU\SWLRQ

± HQFU\SW�ZLWK�WKH�5(&,3,(17¶V�SXEOLF�NH\

PHQ�PDNH�KLVWRU\��EXW
QRW�LQ�FLUFXPVWDQFHV
RI�WKHLU�RZQ�FKRRVLQJ

[\]�MLDP TDIRDRD��PRV
TP] D] IXUPDQNLPE]RH
XM TMGQL\ OIF LQG\UNQF

PHQ�PDNH�KLVWRU\��EXW
QRW�LQ�FLUFXPVWDQFHV
RI�WKHLU�RZQ�FKRRVLQJ

[\]�MLDP TDIRDRD��PRV
TP] D] IXUPDQNLPE]RH
XM TMGQL\ OIF LQG\UNQF
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cryptosystems

� SXEOLF�NH\�HQFU\SWLRQ�± GLJLWDO�VLJQDWXUH

± HQFU\SW�ZLWK�<285�2:1�SULYDWH�NH\

WKLV�GRFXPHQW�KDV�EHHQ
VLJQHG�E\�3DXO�'RXULVK

MLDP�TDI\WDRD�PRV�GGGG�
QDFNPH�D[�DGLT�PDKTQF[�

MLDP�TDI\WDRD�PRV�GGGG�
QDFNPH�D[�DGLT�PDKTQF[�

WKLV�GRFXPHQW�KDV�EHHQ
VLJQHG�E\�3DXO�'RXULVK

cryptosystems

� WHFKQRORJ\�LV�RQO\�SDUW�RI�WKH�SUREOHP

± LW�LV�ZHOO�XQGHUVWRRG��EXW�WKLQN�DERXW�LPSOHPHQWDWLRQ

� LQIUDVWUXFWXUH�REVWDFOHV

± KRZ�GR�,�ILQG�VRPHRQH¶V�SXEOLF�NH\"

± ZKDW�DQG�ZKRP�GR�,�WUXVW"

� OHJLVODWLYH�REVWDFOHV

± JRYHUQPHQWV�GRQ¶W�DSSURYH

� LQ�WXUQ��WKLV�DIIHFWV�WKH�DWPRVSKHUH�LQ�ZKLFK�DGRSWLRQ�RFFXUV

± HQFU\SWLRQ�LV�DQ�LQWHUQDWLRQDO�SKHQRPHQRQ

� JRYHUQPHQWV�KDYH�OLWWOH�UHDVRQ�WR�FROODERUDWH

± HQFU\SWLRQ�LV�RND\�IRU�XV��EXW�QRW�IRU�\RX

security and usability

� UHPHPEHU��WKLV�LV�DERXW�WUXVW

± WUXVW�LVQ¶W�D�WHFKQLFDO�SKHQRPHQRQ

± WUXVW�LV�DQ�RXWFRPH�RI�VRPHRQH¶V�HYDOXDWLRQ

� VR��LW�QHHGV�WR�EH�FRPSUHKHQVLEOH�WR�WKH�HQG�SDUW\

� WKH�LQKHUHQW�WHQVLRQ

± VHFXULW\�LQYROYHV�SXWWLQJ�XS�EDUULHUV

± XVDELOLW\�LQYROYHV�WHDULQJ�WKHP�GRZQ

� ZKLFK�EDUULHUV�WR�XVH"

± H[DPSOH��HPDLO�GHOHWLRQ

the usability of passwords

� DQ�H[DPSOH�RI�WKH�WHQVLRQ

± WKH�V\VWHP�PDQDJHU¶V�YLHZ

� SDVVZRUGV�VKRXOG�EH�REVFXUH�DQG�KDUG�WR�JXHVV

± WKH�XVHU¶V�YLHZ

� SDVVZRUGV�VKRXOG�EH�VLPSOH�DQG�HDV\�WR�UHPHPEHU

± FRPPRQ�UHVXOWV«

� SHRSOH�VHW�WKH�VDPH�SDVVZRUG�HYHU\ZKHUH

� SDVVZRUGV�ZULWWHQ�RQ�SRVW�LW�QRWHV

visualising system security

� VHFXULW\�LV�DQ�HQG�WR�HQG�SKHQRPHQRQ

± PRGHUQ�QHWZRUNV�DUH�UHPDUNDEO\�EDG�DW�KDQGOLQJ�
HQG�WR�HQG�LVVXHV

� ZKHQ�,�FRQQHFW�WR�$PD]RQ�&20��ZKR�LV�UHVSRQVLEOH�IRU�

VHFXULW\"

� ZKHQ�,�ORJLQ�IURP�KRPH�WR�UHDG�P\�HPDLO��ZKHUH�GRHV�

VHFXULW\�UHVLGH"

± H[DPSOH�± 6�.H\�DQG�6HFXU,'

the cost of security

� UHPHPEHU�FRVW�EHQHILW�DQDO\VLV

± ZKDW�GRHV�VRPH�OHYHO�RI�VHFXULW\�FRVW"

� DGGV�FRPSOH[LW\�WR�LPSOHPHQWDWLRQ

� LPSRVHV�UHVWULFWLRQV�RQ�XVH

� OLPLWV�SHUIRUPDQFH

± ZKDW�EHQHILWV�UHVXOW"

� VHFXUH�HQRXJK

± H[DPSOH��3ODFHOHVV�'RFXPHQWV

� 66/�EDVHG�VHFXULW\�PRGHO

� -DYD���VHFXULW\�PRGHO

± WKH�GDQJHUV�RI�DOO�RU�QRWKLQJ�
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summary

� VHFXULW\�LV�DQ�LQFUHDVLQJO\�LPSRUWDQW�LVVXH

± PRUH�ZRUN�PRYHG�RQOLQH

� LQFUHDVHV�ULVNV

± QHZ�GRPDLQV�IRU�LQWHUDFWLRQ�ZLWK�FXVWRPHUV

� LQFUHDVHV�QHHG�IRU�PHFKDQLVPV�RI�WUXVW

� VHFXULW\�LV�ULVN�PDQDJHPHQW

± VXSSRUWLQJ�LQIRUPHG�GHFLVLRQ�PDNLQJ

± PDNLQJ�FRQVHTXHQFHV�FOHDU

next time

� ZH¶UH�GRQH�ZLWK�$OWHU�QRZ

� ZH¶OO�GR�IXUWKHU�WRSLFV�E\�UHDGLQJV

± WKH\¶OO�EH�SRVWHG�RQ�WKH�ZHE�VLWH�VRRQ

� QH[W�ZHHN¶V�WRSLFV�

± NQRZOHGJH�PDQDJHPHQW

± FDVH�VWXGLHV


